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1. GIOI THIEU CHUNG

Hién nay, su gia ting nhanh chong cua cac
dich vu dua trén Cloud va cac ting dung IoT
khién nhu ciu vé tinh kha dung va kha ning
tiép can t6t hon giita cic nit internet ciing
tang 1én. Pong thoi, didu nay ciing lam ting
bé mit tn cong cua h¢ théng, do cac 16 héng
clia co s6 ha tang hoic ph?m mém tao ra. bé
ngan chan nhing tinh huéng nhu vay, can co
thiét bi phan cing va cong cu phan mém c6
kha nang phat hién cac moi de doa trong thoi
gian thyc [1]. Vi vay, bai bao nay nghién ciu
cac cong cu bao mat phd bién va cach chung
tich hop voi nhau dé xay dung hé thong thu
thap, phan tich, xir Iy va hién thi log phuc vu
cho giam sat an ninh mang.

2. KIEN TRUC HE THONG

Nghién ctru nay sir dung bo cong cu ELK
va IDS dé xay dung hé théng giam sat an ninh
mang. Elasticsearch 1a mdt cong cu phan tich
va tim kiém phan tan dwoc xdy dung trén
Apache Lucene. Cong cu nay dugc st dung
dé phan tich nhat ky, tim kiém van ban, thong
tin bdo mat, thong tin phan tich nghi¢p vu.
Kibana 14 ng dung web dé tim kiém va hién
thi dit liéu tor Elasticsearch. Logstash 1a cong
cu dé thu thap, xur 1y, chudn hoa va hop nhét
cac thong bao su kién va nhat ky tir nhiéu
ngudn khac nhau [2]. EveBox ciing két nbi
v6i Elasticsearch va cung cip giao dién dé
phéan tich va quan ly cic sy kién an ninh
mang. EveBox gitip kiém tra cac su kién phat
hién xam nhép va cac log mang tur Suricata.

Hé thdng bao gdm mot mang nguoi ding
ndi bd va mdt mang may ao. Mang may ao

duogc cai dat trén may chu va chtra cac nit
thu thap va xt 1y dir liéu duoc xay dung boi
cong cu Elasticsearch, Logstash, Kibana,
Suricata, Sysmon, Filebeat va Wazuh. M6 ta
chi tiét cua hé théng nhu Hinh 1.
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Hinh 1. Kién triic hé théng gidm sdt

Mang nguoi dung ndi bo gém: Cac may
tinh, tuong lta, switch va may chu. May chu
chtra cac may do va dich vu giam sat. Trong
d6, DVWA (Damn Vulnerable Web
Application) 1a ung dung web chira cac 16
héng bao mat d& thor nghiém tin cong;
Evebox Web hién thi cdc canh bao tu
Suricata gitip quan tri vién c6 thé theo ddi cac
canh bao mang mot cac truc quan hon;
Kibana Web hién thi logs, canh bdao, dir li¢u
phan tich tir Elasticsearch. Pong thoi, tich
hop céc dashboard dé quan tri vién cé thé
danh gia su b, theo ddi hoat dong cua hé
théng mot cach thuén tién nhat.

Mang may ao duoc st dung cho nut chura
cong cu ELK va IDS dé thu thap va xir ly di
liéu. M6 hinh thu thap log trong hé théng nay
¢6 2 ludng:

- Ludng 1: Suricata — Logstash —
Elasticsearch — Evebox & Kibana
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- Ludng 2: Wazuh Agent — Wazuh
Manager + Filebeat — Elasticsearch —
Kibana

Trong d6, diu vao va dau ra cia mdi cong
cu thanh phan nhu Bang 1 duéi day:

Bang 1. M6 ta dir liéu cia cac cong cu

Cong cu | Dit lidu diu vao | Dir liéu diu ra
. Luu lvong mang | Log su kién
Suricata dang IP packet |dang JSON
Log su kién LOAg dz,i dugc
Logstash dane ISON phan tich dang
ane JSON
Log da duoc R ,
Elasticsearch |phan tich dang ;(:lgc (Zgﬁc ljé.ispOC£I
JSON He qang
Log dugc 1ap chi H}en thi bang dix
Evebox liéu an ninh
muc dang JSON ,
mang co ban
. Log dugc 1ap chi|Hién thi bang,
Kibana muc dang JSON | biéu db nang cao
Log file ctia h¢ D;u 11@}1 log dlI(’j.C
Wazuh agent théne trén host | €& tric lai dudi
& dang JSON
X;j;;ler + Egegn?iixzzuh Log dugc chuin
File Beat  |JSON hoa dang JSON

3. KICH BAN TAN CONG VA KET QUA
3.1. Muc tiéu

Kich ban tin cong ndy nhdm kiém tra va
danh gia kha nang giam sat, phat hién va
phan tng cua hé thong ddi véi cude tin cong
File Upload trén ung dung web DVWA.

3.2. Kich bin va phwong thirc tin cong

Trang web DVWA chay trén may chu:
192.168.2.223/DVWA.

Trang web nay ton tai cac 16 hong: Brute
Force, Command Injection, CSRF, File
Inclusion, File Upload, Insecure CAPTCHA,
SQL Injection, SQL Injection (Blind), Weak
Sessions IDs, XSS (DOM), XSS (Reflected),
XSS (Stored), CSP Bypass, JavaScript,
Authorisation Bypass, Open HTTP Redirect.

Ké tin cong: 12 mot tdc nhan ndi bo va
thuc hién cudc tan cong tr mot may tinh ndi
bd va tin cong vao 16 hong trén trang web.

Buéc 1: Chudn bi moi truwong

- Truy cap DVWA

M6 trinh duyét web va truy cap vao trang
dang nhép cuia DVWA:
http://192.168.2.223/DVWA véi 1 tai khoan.

Buéc 2: Tin céng File Upload

- Tim kiém 16 hong File Upload: Truy
cip vao phan "File Upload" cia DVWA.
Chuan bi mot tép PHP d6c hai (vi du:
shell.php) v6i ndi dung don gidn nhu
<?php system($_GET['cmd']); ?>. Upload tép
shell.php 1én DVWA.

- Khai théc 16 héng File Upload: Truy cap
tép da tai 1én qua dudong dan twong Gng trén
DVWA, vi du:
http://192.168.2.223/DVW A/hackable/upload
s/shell.php?cmd=ls.

- Ghi nhdn log: Suricata phat hién va ghi
nhan cac mau luu lugng bét thuong. Logstash
xtr Iy va chuyén log tdi Elasticsearch. Kibana
va EveBox hién thi log va cung cép phan tich.

Budc 3: Phéan tich log va canh bdo

- Phan tich trén Kibana: Mé Kibana tai
http://192.168.2.223:5601 va phan tich log
hién thi trén dashboard. Tuy thudc loai canh
bao trén dashboard, nguodi gidam sat sé tién
hanh phan tich cu thé ting loai log khi ¢
canh bao. Trong bai bao nay, vi du vé phan
tich log dugc chi ra trong két qua cua Hinh 2
va Hinh 3.

Budc 4: Bio cdo va phén hoi

- Tao bdo cdo tin cong: Tao bao cao chi tiét
vé cac cudc tan cong da thuc hién, bao gf‘)m
phuong phap, cac log ghi nhan, va phan tich.

- Phan héi va cdi thién: Dua trén bao cao,
xac dinh cac diém yéu trong hé thong. Dé
xuit cac bién phap cai thién va bao vé hé
thong khoi cac cudc tan cong twong tu trong
twong lai. Tim kiém cac su kién bat thuong
va cac yéu cau chira cac chudi doc hai.

- Phan tich trén EveBox: Mo EveBox tai
http://192.168.2.223:5636. Xem cac sy kién
an ninh mang dugc ghi nhan ti Suricata.
Phan tich cac sy kién phat hién xam nhép lién
quan dén cac cudc tin cong.
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3.3. Két qua

T80 - e =

Hinh 2. Két qua hién thi canh bdo tép
do hai duoc tai lén web server

Hinh 2 cho thdy hé théng hoat dong chinh
xac khi da phat hién va canh bao kip thoi sy
kién c6 t&p doc hai dugc tai lén web server
khi ching t6i gia 1ap mot cude tin cong ma
doc vao web server.

ALERT il Upload stamptn DVWA (o)

Hinh 3. Chi tiét ciia canh bdo bi tan cong

Hinh 3 chi rd thong tin chi tiét cta canh
bao bi tan cong ma doc nhu dia chi IP
ngudn/dich, cong ngudn/dich, duong dan,
thoi gian, chi tiét HTTP request tai 1én tép
doc hai, chi tiét vé ludng,...

Ngoai ra, nghién ctru nay da su dung cong
cu Rally dé do hiéu ning ctia hé thong. Cong
cu ndy tao gia 1ap tai cho hé théng va do cac
thong s6 dénh gia hiéu nang hé thong.

Bing 2. Hiéu ning ciia h¢ théng

Operations 100th Percentile (ms) 90th Percentile (ms) 50th Percentile (ms)

query-transactions-with-... 29.549 10.49 7.27

query-all-spans 26.681 11.035 7.151

query-spans-no-time 24.489 9733 4761
query-spans-with-time ~ 19.858 8.035 4.245

search-opbeans-spans-2... 15.687 10.901 7.352

query-error-timewindow  14.988 11.215 7.381

search-opbeans-transact... 10.981 9.879 6.731

search-services-1h 10.886 8.72 5.504

Béang 2 1a két qua do dac hi¢u nang cua hé¢
thdng véi cac loai yéu cau va didu kién tai
khéac nhau. Trong do6, 100th Percentile 1a thoi
gian phan hdi hodc do tré cao nhét trong toan

bd cac yéu cau. 90th Percentile va 50th
Percentile 1an luot 13 thoi gian phan hoi hodc
d6 tré ma 90% va 50% sé yéu cau c6 thoi
gian phan hdi nhanh hon.

Hinh 4. D¢ tré ciia hé thong

Két qua do tré hé théng tai Hinh 4 bién
dong theo thoi gian boi vi khi kiém tra higu
ning, Rally gia lap cac yéu cau theo nhiéu
loai phan b khac nhau dé mé phong cac tinh
hudng trong thuc té, va cac phan bd nay sé
gitip cho kiém tra hiéu ning cua hé thong voi
chc diéu kién tai khac nhau, tir d6 cung cip
c4i nhin toan dién vé hiéu nang cua hé théng
trong cac tinh hudng thyc té. Cac phan bod
dugc sit dung nhu phan bd déu, phan bd
Poisson, phan bd mil, phan b bac thang [3].

4. KET LUAN

Chung t6i da xay dung dugc mot hé thong
quan ly, gidm sat cac sy kién va thong tin an
ninh mang nham phuc vu cho viéc canh bao
s6m cac su cd hodc hanh vi vi pham an toan
thong tin d6i voi hé thong.
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